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What’s In the Box?





Federal Rules re 
Data Recorders 
(2006)
49 CFR Part 573

• Minimum standard for pre-crash 
data to be collected: 

• 5 seconds pre-crash
• Required data:

• speed, belt status, airbag warning 
light, engine throttle, brake use, 
change in velocity (delta-v) and 
airbag deployment times

• Additional standards for 30 other 
types of data 

• Data required to survive 30 mph 
barrier crash 

• Manufacturers not required to 
make data public



Federal Driver 
Privacy Act of 
2015

Owner or lessor of vehicle is the 
owner of the data recorded

To access data, investigator 
needs:
• Permission of owner or lessee or court 

order
• Conduct an investigation authorized by 

federal law
• Demonstrate necessary to facilitate 

medical care in response to accident, 
or

• Conduct traffic safety research



Retreiving the Data

• Requires power and cable to 
connect to OBDII port in 
vehicle

• Type of cable connection 
depends on vehicle 



Limitations on 
the Data 
Collected

Not all EDRs are identical

Download process may not 
be impartial

Data retrieved not 
necessarily infallible 



Not All EDRs 
are Identical

Type and amount of data

Timing of data collection

Reliability of data recorded

Amount of space to store data

Stored data susceptible to being 
corrupted, erased or overwritten



Download 
Process Can 
Corrupt Data

• Power source 
• Vehicle power
• External power 

• Type of connector used to 
download

• Location of port used to 
download



Reliability of Data Retrieved?

• Recorded data is only a  5 second “snapshot” 
• What happened before data recorded?
• Correlate to physical evidence?

• Commercial download tools do NOT establish reliability of data 
• Tools can only retrieve data specified by manufacturer
• Most fault codes are not read or translated by commercial download tools
• Source of data may be affected by modifications to vehicle 

• Speed determined by wheel and transmission sensors
• Changes to wheel size or transmission work requires recalibration of sensors 

• More than one event?
• Loss of power during crash?



Example of EDR Crash Data Report -
Investigation of side airbag non-deployment











Investigation of Front Airbag Non-Deployment

• Crash Sensor Malfunction
• Crash Sensor Locations



Example Crash 
Sensor 
Malfunction:
Investigation of 
front airbag 
non-
deployment



2003 MY Ford Taurus 

Restraint Control Module Front Crash Sensor 



2003 MY Ford Taurus Restraint Control Module

• Installed on passenger side 
of center console

• Three bolts required to 
secure the module

• In Fitzgerald vehicle:
• Bolt #1 is missing 

(never installed)
• Bolt #2 Torque =   5.9 (lb – ft)
• Bolt #3 Torque = 14.6 (lb – ft)

Bolt #1

Bolt #2

Bolt #3





Evolution of 
Deployment 
Threshold

• 2000 MY to 2002 MY
• Belted Occupant 
• Frontal 
• Gray zone: 14 – 22 

mph
• May or may not 

fire airbag

• 2003 MY 
• Belted Occupant 
• Angular Crash 
• No Fire:  under 22 

mph
• Gray Zone:  22 –

31 mph 



Evolution of Front Sensor Locations

1990 Model:  3 sensors 1997 Model:  2 sensors



Evolution of Front Sensor Locations

2003 Model:  1 sensor 2008 Model:  2 sensors



Infotainment Systems
What does your car know about you?



Data Available: Cell Phones

• If you connect phone to car 
system:

• Who and when you called
• Who and when you 

texted
• Photos
• Media files



GPS Tracking Log

• Where did you go?
• What time where 

you there? 
• What route did you 

take?
This Photo by Unknown Author is licensed under CC BY-SA

https://electronics.stackexchange.com/questions/248661/why-do-some-gps-devices-require-a-gsm-sim-card/248665
https://creativecommons.org/licenses/by-sa/3.0/


Driver Habits
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