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* Minimum standard for pre-crash
data to be collected:

e 5 seconds pre-crash

Federal Rules re °Require: ialttalt I
e speed, belt status, airbag warning
Data Re CO rd ers light, engine throttle, brake use,

change in velocity (delta-v) and

(2006) airbag deployment times

e Additional standards for 30 other

49 CFR Part 573 types of data

e Data required to survive 30 mph
barrier crash

* Manufacturers not required to
make data public




Federal Driver
Privacy Act of
2015

Owner or lessor of vehicle is the
owner of the data recorded

To access data, investigator
needs:

e Permission of owner or lessee or court
order

e Conduct an investigation authorized by
federal law

e Demonstrate necessary to facilitate
medical care in response to accident,
or

e Conduct traffic safety research




Retreiving the Data

e Requires power and cable to
connect to OBDII port in
vehicle

e Type of cable connection
depends on vehicle

e == Windows PC

 Bosch Crash Dava Retrieval Tood
* EDR Retneval Hardware Kit

for Tesla Vehicles

* Hyundal EDR Tool
» Kia EDR Tool

2 &




Limitations on
the Data

Collected

Not all EDRs are identical

Download process may not
be impartial

Data retrieved not
necessarily infallible



Not All EDRs
are |dentical

Type and amount of data

Timing of data collection

Reliability of data recorded

Amount of space to store data

Stored data susceptible to being
corrupted, erased or overwritten



Download
Process Can

Corrupt Data

* Power source
 VVehicle power
e External power

e Type of connector used to
download

* Location of port used to
download



Reliability of Data Retrieved?

Recorded data is only a 5 second “snapshot”
e What happened before data recorded?
e Correlate to physical evidence?

e Commercial download tools do NOT establish reliability of data

e Tools can only retrieve data specified by manufacturer

Most fault codes are not read or translated by commercial download tools

Source of data may be affected by modifications to vehicle
e Speed determined by wheel and transmission sensors
e Changes to wheel size or transmission work requires recalibration of sensors

More than one event?

e Loss of power during crash?



Example of EDR Crash Data Report -
Investigation of side airbag non-deployment




() BOSCH

IMPORTANT NOTICE: Robert Bosch LLC and the manufacturers whose vehicles are accessible using the CODR System urge end
users to use the latest production release of the Crash Data Retrieval system software when viewing, printing or exporting any
retrieved data from within the CDR program. Using the latest version of the CDR software is the best way to ensure that retrieved

<DR

CRASH DATA

RETRIEVAL

data has been translated using the most current information provided by the manufacturers of the vehicles supported by this product.

CDR File Information

User Entered VIN 1J4ARR6GGBBCE87713
User John Hinger
Case Number Tenove
ing Date 12/18/2015
Crash Date 01/28/2013
 Filename 1J4RR6GGEBCE87713_ACM.CDRX
Saved on Friday. December 18 2015 at 14:24:17

Collected with CDR version

Crash Data Retrieval Tool 16.3

Reported with CDR version

Crash Data Retrieval Tool 16.3

EDR Device Type

Airbag Control Module

Event(s) recovered

Most Recent Event
1st Prior Event

Comments
No comments entered.



&) BOSCH

System Status at Event (Most Recent Event)

<DR

| Event Recorder Status Complete
Event Record Status - Delta-V, Longitudinal Complete
Event Record Status - Delta-V, Lateral Complete
Event Record Status - Angular rate Complete
' Event Number 3
Total Number of Events Recorded 3
Time from Event 1 to 2 (sec) 2
Odometer Recorded at Event (miles [km]) 23815 [38326]
Operation System Time at Event (min) 50259
Ignition Cycles, Crash 4219
VIN Recorded at Event (last 8 characters) BCB87713
Vehicle System Voltage Recorded at Event (V) 14.4
Operation Via Energy Reserve Only No
' ured, Driver (if equipped) Yes |
Safety Belt Status. Driver (if equipped) Buckled
Safety Belt Switch Fault, Driver (if equipped) No
Safety Belt Switch Configured. Passenger (if equipped) Yes
Safety Belt Status, Passenger (if equipped) Unbuckled |
Safety Belt Switch Fault. Passenger (if equipped) No
Seat Track Position Sensor, Driver (if equipped) Mot Configured
Seat Track Position Sensor, Passenger (if equipped) Not Configured
Airbag Warning Lamp "On" at Event Off
Airbag Warning Lamp "On" Time Before Event (min) 0
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Pre-Crash Data (Most Recent Event)
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Investigation of Front Airbag Non-Deployment

n Sensor Malfunction

n Sensor Locations



Example Crash
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2003 MY Ford Taurus

Restraint Control Module

Front Crash Sensor




2003 MY Ford Taurus Restraint Control Module

* Installed on passenger side
of center console

* Three bolts required to
secure the module

* In Fitzgerald vehicle:

e Bolt #1 is missing
(never installed)

e Bolt #2 Torque = 5.9 (lb — ft)
e Bolt #3 Torque = 14.6 (Ib — ft)
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Velocity (MPH)
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Acceleration and Delta Velocity Charts Continued
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(Omsec = Algorithm Wakeup)

T

2
fl
x
QN
\
fl
[
X]I.'l
g’jv
{f\
/
N\
2

W
=20
-25
T =& = = B = =2 = o0 e I = = = 9 n o = e B = 2 = | e B = = = B ™
U I L B R = = n o @ o - P m o @ L= E I = 1] E E E =

Time (msac)

——FCS ——ARM X




Evolution of e 2000 MY to 2002 MY e 2003 MY

Deplovment e Belted Occupant e Belted Occupant
Leployment * Frontal e Angular Crash
M  Gray zone: 14 - 22  No Fire: under 22
mph mph
* May or may not * Gray Zone: 22 —

fire airbag 31 mph




Evolution of Front Sensor Locations

90-2 97-3

All Models Except Continental & Town Car Continental, Sable & Taurus

Component Location
Control module Center of instrument panel
Driver air bag module On steering wheel
Location
Component Driver & passenger-side radia-
Control module Under center console Impact sensors tor support
; P -side inst t
Driver air bag module On steering wheel Passenger air bag module p:::leﬂ gerside insimen

1997 Model: 2 sensors

1990 Model: 3 sensors




Evolution of Front Sensor Locations

Component

Location

Control module

Under eenter instrument panel

Driver air bag module

On steering wheel

Front impact sensor

Behind center grille

Fazsenger air bag module

Passenger-side instrument
panel

Seat béll pratensioners

Driver & passenger front seat
belt bucklas

Side impact air bag modules

Driver & passenger-side front
seat outer seat backs

Side impact air bag sensors

Under driver & passenger-side
front seats

2003 Model: 1 sensor
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' Sable & Taurus

08-14

| Component

Location

| Control module

Under center of instrumant pane

! _Efi_'-'e\:r_a;r bag module

. [ Front impact sensors

4 Passen
‘ | -E558NgeT air bag module

On steering wheal

Driver & passengar-side radialor
support, inboard of headlight
assemblies

Passenger-side instrument

Eemel

|| Seat belt pretensioners

Driver & passenger lower B-pil-
| lars

2008 Model: 2 sensors




Infotainment Systems

What does your car know about you?



Data Available: Cell Phones

* If you connect phone to car
system:

* Who and when you called
* Who and when you

texted
* Photos
* Media files




GPS Tracking Log

* Where did you go?

 What time where
you there?

 What route did you
take?



https://electronics.stackexchange.com/questions/248661/why-do-some-gps-devices-require-a-gsm-sim-card/248665
https://creativecommons.org/licenses/by-sa/3.0/

Driver Habits
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