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Ad Tech Evolution
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Pope on abuse: 'In old times
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Ford, the accuser, releases statements from supporters A4S FBI offers $10,000 reward, missing autistic

Images show typhoon targeting Japan

while Kavanaugh team provides high school calendar boy's dad blames himseif
Analysis: GOP's desperate move to avoid disaster tomorrow Health crisis turns Trump voter into a
Democrat supporter

Live updates: Harris criticizes GOP move to hire prosecutor
Mexican authorities seize control of Acapulco

GOP candidate: 'Even if it's all true, does it disqualify him?' police force

Kavanaugh's calendar: Read entries from 1982 Shockwaves from WWIl bombing raids

weakened Earth's upper atmosphere
Accuser's attorney: GOP bailed on scheduled phone call

Late night laughs off UN's reaction to Trump
speech

News and buzz Bill Cosby gets 3-10 years in prison

Apple Watch Series 4 review: It's faster, more
functional and has new health trackers

Top college QB to transfer after benching
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Kavanaugh’s ‘choir boy’
image on Fox rankles
former Yale classmates

Some of the Supreme Court nominee’s former
classmates took issue with Brett M. Kavanaugh's
description of his younger self as a churchgoer
and focused student, saying they knew him as a
heavy drinker.
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https://s3.amazonaws.com/media.mediapost.com/uploads/DataLabel.pdf

Why care about pixel governance

»Data leakage

>Security risks

> atency

>»|naccurate cookie notices






Pixel Governance Process

> Signed Contracts E > Central ownership
> Vendor Due Diligence > Repeatable process C\/o
> Clear expectations on data use, > Accurate cookie notices

collection, sharing

/J > Ability to manage individual rights .
> Plan for when pixels go up and down [/

> GDPR compliant ‘@
™
™
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Consumers care about how data is used

How Advertisers* Can Improve the Consumer Experience : marketing
(Over the next five years, what would help improve the customer experience in advertising? : : charts
Please rank the six options in order of importance.")
The ability to dynamically segment audiences 22% 26% 19%
Omnichannel media execution to deliver cohesive messages 19% 20%
Al technology that dynamically powers creative 14% 17% 18%
Less intrusive ad formats such as native 16% 14% 16%
— Giving consumers choice over how data is used 18% cyw  12% M First choice
W Second choice
A standard, shared identity space that reduces web latency 9% 9% 15% Third choice
0% 10% 20% 30% 40% 50% 60% 70%

Published on MarketingCharts.com in September 2018 | Data Source: MediaMath / Econsultancy

* Based on responses from 258 executives involved in digital advertising, most of whom are based in the UK and US
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GDPR’s NonCompliance

Consequences

GDPR Compliance Failure

Fines: €20 million or up to 4% of
their worldwide turnover (whichever
(s higher) for serious breaches &
“class action” public

interest option .

Brand Reputation, Loss of
Customers & Negative PR

16



Data Controllers

VS.

Data Processors






Personal Data
Examples
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Examples of Online
Ildentifiers

> Any moniker used for online presence-social
media, e-mall, instant messenger

> |D number
> Geolocation
> |P addresses
> "Cookies”

> Etc.




Sensitive
Personal

EU Definition: Personal data is any information about a living
individual who could be identified from that data, either on its own
or when combined with other information.

There is also a classification called “sensitive personal
data”, which means any information concerning an

o >\\ individual’s:

..... N % Racial or ethnic origin
S . ... " political opinions,
1S IS N\ \ religious or philosophical beliefs,
........................... TS = L NN [ : :
R P - U trade union membership,

AN L\ | ¥7/// . v | n

W S health data

\ \ // | = "’v’* y

genetic data,
biometric data,
sex life or sexual orientation,
past or spent criminal convictions.

21



GDPR Individual Rights

Right of access

Right of rectification

Right to erasure (right to be forgotten)
Right to restrict processing

Right of data portability

Right to object to processing

Right to not be evaluated on the basis of
automated processing



CALIFORNIA
CONSUMER

PRIVACY.ACT, il

.’:f"!}é;.-
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Applicability

The CCPA applies to businesses, which are defined as for-profit organizations that collect personal information about

residents in California, determine the purpose and means of the processing, does business in the State of California,
and that meets one or more of:

> (i) annual gross revenues in excess of twenty-five million dollars ($25,000,000),

> (i) alone or in combination, annually buys, receives, sells, or shares for commercial purposes, the personal
information of 50,000 or more consumers, households, or devices, or

> (1) derives fifty percent or more of its annual revenues from selling consumers’ personal information [1798.140 (c)].

Out of scope: those complying with other federalprivacy laws such as HIPAA and GLBA

Note: it impacts consumers and employees
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VS INDIVIDUAL RIGHTS:
» CCPA  » GDPR allows for a deletion request based on
CCPA consumer six grounds (i.e., data no longer necessary,
can make a consent withdrawn, objection made, unlawful
PERSONAL INFORMATION: deletion processing, compliance with EU law, data
request for collected in relation to the offer of services
> CCPA: the definition » GDPR personal any reason to a child).
of personal Information is limited
iInformation (or PII) to information relating
iIncludes information to the consumer only.
that relates to the Data that identifies a > CCPA, once request verified, the > GDPR, the right of
consumer or his or nousehold is a lot business must disclose and deliver portability is not
her household,  broader than data that free of charge the required absolute. It applies
> CCPA personal identities an individual. information within 45 days of only if the lawful
information » GDPR does not receiving the verifiable request. The basis for
definition includes includes inferences iInformation is to be delivered in a processing the
iInferences drawn drawn from data readily useable format so that the iInformation is
from data. consumer may readily transfer his or consent or
her information to another business. contractual
necessity.




Individual Rights

> Access - requires businesses to disclose categories and specific
pieces of personal information such as:

> Categories: shared with third parties, sources from which
personal information shared, personal information has
collected about that individual, data sold about the
individual and the business purpose for selling the data

> Delete — requires business to delete any personal information

> Do Not Sell and Equal Service

27
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1Q
formatlon

> Bu%messes must notify users

@buwes opt-In consent
mINors

>I\/I@ndatory "Do Not Sell My
Pe[fsonal Information,” link
on homepage

> Noh-discrimation on services
forﬂ"exercising CCPA rights

> BlﬂCS|nesses may charge a
different price if the price
difference reasonably related to
value of individuals’ data
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Transparency

© MAZK ANDEZSON WINW ANDERTOONS.COM

Say what you do,
do what you say

LS
"Before I write my name on the board, I'll need to know
how you're planning to use that data.”
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'rivacy notices need to
be updated (above and
oeyond GDPR)

Ired to disclose and

er the sources of

mation, the categories of
mation and the specific
es of consumer
Information that are collected,
sold or disclosed for a
business purpose, as well as
provide special notice to a
particular consumer (above
and beyond the privacy

policy).

. Privacy

Notice /|




Privacy and Cookie Notices

Privacy Notice

> It's a dynamic living document

> Should have plain language and digestible
> Needs to be understood beyond legal

> Captures data use, collection and sharing

> Reviewed at least annually and with each new
project

> Available at all places where personal data is
captured

Cookie Notice

> It's a dynamic living document

> Should have plain language and digestible
> Needs to be understood beyond legal

> Captures active cookies on the site

> Separate sections for each type of cookie
> Provides users options to opt in/out

> Reviewed with each new cookie on the site

> Available all places where personal data
captured



Privacy

Cookie
Policy

By clicking “Accept All Cookies,” you agree to the storing of cookies on your device to enhance site navigation, analyze site usage, and assist in our > Custormnize Settings
> L2 28 B

marketing efforts.

Policy )

+ Accept All

Privacy Notice
This privacy notice discloses the privacy practices for (website address). This privacy notice
applies solely to information collected by this website. It will notify you of the following:

1. What personally identifiable information is collected from you through the website,
how it is used and with whom it may be shared.

2. What choices are available to you regarding the use of your data.

3. The security procedures in place to protect the misuse of your information.

4. How you can correct any inaccuracies in the information.
Information Collection, Use, and Sharing
We are the sole owners of the information collected on this site. We only have access
to/collect information that you voluntarily give us via email or other direct contact from you.
We will not sell or rent this information to anyone.

We will use your information to respond to you, regarding the reason you contacted us. We
will not share your information with any third party outside of our organization, other than as
necessary to fulfill your request, e.g. to ship an order.

Unless you ask us not to, we may contact you via email in the future to tell you about
specials, new products or services, or changes to this privacy palicy.

Your Access to and Control Over Information
You may opt out of any future contacts from us at any time. You can do the following at any
time by contacting us via the email address or phone number given on our website:

¢ See what data we have about you, if any.

e Change/correct any data we have about you.

¢ Have us delete any data we have about you.

e Express any concern you have about our use of your data.
Security
We take precautions to protect your information. When you submit sensitive information via
the website, your information is protected both online and offline.

OUR COOKIE POLICY
This website uses cookies. By continuing, we assume that you accept such use. Learn more about cookies and how fo refuse them at this link.

3

We use cookies to offer you a better browsing experience, analyze site traffic, personalize content, and serve targeted advertisements. Read about how we use cookies and how you can control them by clicking Bt rrirre x @

"Cookie Settings.” If you continue to use this site, you consent to our use of cookies.

33




Digital Cookies Require Monitoring

Br=  DIGITAL
: ADVERTISING
W ALLIANCE




Will the future hold more regulation?

Data Transparency Facts

Data Distributor Name: Data Com pany

Nata Nistributor Contact DetaSolutionTeamimdata com
Data Provider Mame: Leasing Company

Data Provider Contact: DatsAccounts@easing oo com

Audiance Snapshot

Audience Description
Households likely in the market to purchase a new
vehicle in the naxt six months

Geographies USA
|
Audiance Construction Atfributes

Audience Count .. 5500000
Frecision Level ... [ouseholds

Activation ID(s) Cookies
Audience EIPH"EiDI'I Yoo
e 22
e 2
SRR EEIEED DB D22 oo
Data Source s bUtES

Source ID Description
Dealer-reporied names and postal codes of individuals
who reguested test drivas

Source ID Contribution 1,130,000
e e
o I{w NN
e
e e
- ee;:iﬂzeﬂfmcrdeled} ................................................................. -
. aur.:eﬁefrgghFrequen cy ...................................... E}uarterly
B T o FE

Thia Data Transparency Label has baean developed by membsars of ANA's
Council for Data Integrity and 1AB Tach Lak's Dats Transparency
Working Group, with tha suppart of CIMR, Trsa ARF and 1AB's Data
Cantar of Excallence. For mara imfommation, plaase visit detalabel org.
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Action Steps to

> If you complied with GDPR, it's a
first step for CCPA but not 100% done

> Data inventory Is necessary
to know what you collect, use,
share and store

> Individual rights — need to identify how
you would honor these requests

> Sale of data — what changes do you
eed to make?

Pvernance strategy

-~ Train your workforce
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EMPLOYEE TRAINING







Compliance Laws

of Your Business

It can be a competitive It may even make you
advantage. more efficient.




UESTIONS?




Get in touch

3 Website

www.redcloveradvisors.com

D Phone

+1 404-964-3762

Email

jodi@redcloveradvisors.com

43


http://www.redcloveradvisors.com

