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From the first experiments in the late 19" century to today, radar has
continually evolved and become an indispensable tool in the area of
Intelligence, Surveillance, and Reconnaissance (ISR). Today’s applications
include military, intelligence, homeland security, resource management, and
scientific missions. As new needs arise, radar offers the possibility of further
evolution to meet those needs. We discuss in this presentation some of the
emerging applications for ISR to which radar imaging might offer utility.
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The task is to “Exploit Phenomena” to gain situational awareness.

To design and build such a system:

First, we have to characterize the phenomena.

Then we have to employ/develop mathematics to maximize
- w“: R (U ” Using term "noise”
the separation of “information” from “noise. el

Only then can we decide the correct hardware/algorithms to
build and field operationally.

An “image” is just a map of useful information
to meaningful coordinates, usually spatial.
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We will discuss ,__:{

Foliage Penetration (FOPEN)

Maritime ISR

Arctic ISR

e Spectrum Access

ISR = Intelligence, Surveillance, and Reconnaissance
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Threats %

e South America (US SOUTHCOM)

— illicit trafficking of drugs and other material
— growing problem even with Islamic terrorists

e Sub-Saharan Africa (US AFRICOM)

— growing problem of terrorist sanctuaries in failed and failing
African states

e Many problematic regions exhibit fairly heavy foliage
that hinders more traditional ISR assets.

Lord’s Resistance Army |
Farc Rebels

www.the

_ Boko
4 Haram
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Foliage Penetration - Issues ,__j{

 Penetrating long-wavelength (VHF/UHF) FOPEN
radar fairly well established

SAR images of foliage-obscured targets

But

Signal bandwidth
IS accordingly very
limited in several
respects

g Ny 5% LS
a. X-band 2.5m x 2.5m, HH, IFSARE b. UHF, 0.33m x 0.66m, HH, UWB P-3

Dawvis, MLE., “Technical Challenges In Ultra-Wideband RADAR Development for Terrain
Mapping.” Proc™, Presented at JGARSS, Seaule, WA, Apnil 1998,

— Limited resolution for target characterization/identification
— Spectrum sharing issues, i.e. interference

SAR = Synthetic Aperture Radar ﬂ-‘ ﬁgﬁgﬁm
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Value of Resolution

1.0 m resolution

Finer resolution clearly offers
more detalil
 but at the expense of

: greater required bandwidth
0.3 m resolution

o Al
L -

0.1 m resolution
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Foliage Penetration - Needs

« Technologies that need to be
explored include the following.

— FOPEN Phenomenology, including target resonance
characteristics

— Interference-tolerant image formation and signal processing
techniques

— Low interference waveforms
— Multi-band radar systems and exploitation techniques
— VHF/UHF Polarimetric Exploitation

— FOPEN Moving Target detection RReScs
and tracking

#

— Ultra-wideband sub-GHz radar hardware

— New meta-material antennas
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Behavior Analytics/Filters ‘__2{

 Anindividual image is just a snapshot in time
A sequence of images allows us

to observe the time dimension S w@t!)

— Allows us to observe behavior

e Question wonsa S

— How can we exploit
observed versus
expected behavior to o
help us with FOPEN trees — but where?
Information extraction?

0.5 sq km CARABAS composite change image (2013)

www.saab.com
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Threats — Maritime Domain

« The US Asia ‘pivot’ means

Inherently dealing with islands

and coasts of the Pacific rim,

— defined by areas claimed as a
state’s Economic Exclusion
Zone (EEZ),

» stretching from the seaward
edge of the state's territorial
sea out to 200 nautical miles
from its coast.

 An increasingly belligerent Iran continues
to threaten closing the Strait of Hormuz.

— This will likely include the use of mines,
swarms of speedboats, and Iran’s submarine

fleet.

11 « lllicit Trafficking (drugs, etc.) via maritime routes (g S”

Disputed claims in the South China Sea

TAIWAN
(Claims on
Spratly
Islands)

CHINA

Chinese claim
Vietnamese claim F'hll:pplnas &

Paracel islands
Philippines
Kalayaan"* Scarborough
claim
B Shoal

:;I:jl:ysaan Spratly PHILIPPINES
&/ [slands

Iran Threatens the US and the Middle East: Stay Away
from Our Redlines. Obama’s Response?

*Exclusive economic
zone

BRUNEI

« K O o **Kalayaan islands,

[

Palawan province

www.worldbulletin.net

Iran renews Hormuz closure threats
0000

wwwhffg npos
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Island Building

Mews » World » Asia

South China Sea dispute: Beijing is 'not
afraid of war' with the US - but just what
would they be fighting over?

war of rhetoric reaches new levels after US guided missile destroyer sails past the Subi Reef - a 5.7km strip of sand that
isn't even above sea level during low tide

adam withnall | @adamwithnall

Original structure

Artificial island

The battle of rhetoric between the US and China continues to
escalate over the disputed South China Sea, with state-linked
newspapers claiming Beijing is “not frightened to fight a war in the
region™

Oredged channel

S / Astri
The threat in an editorial of the Global Times comes after the US £ NES / htrLH

said it did sail a Navy ship near to China’s artificial islands in the www.dailymail.co.uk

Spratly archipelago - and that it will do it again.

www.cnn.com
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Threats — Submarine Vessels %

e Modern diesel-electric coastal submarines are
Increasingly ‘quiet’ and difficult to detect.

 lllicit trafficking (e.g. drugs, etc.) via the use of both
semi-submersible (low-freeboard) water-craft, and
true fully-submersible submarines.

Drug trafficking semi-submersible Chinese Yuan-class diesel-electric
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Submarine Detection — Issues 4__2{

 Typical radar frequencies are unable to penetrate
seawater
— Limited to detecting surface scattering

e Seas are in constant motion

« Sea “clutter” not nicely behaved
— Great variability

.antiguaatlanticrowers.co m ﬁandlﬂl

ationa

www.esrl.noaa.gov E
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Submarine Detection - Needs

Courtesy EAS, 1999

 Exploration of variety of
techniques to detect threat

submerged craft
— Direct detection techniques

e e.g. periscope detection

— Small targets difficult to
separate from sea clutter

— Indirect detection techniques

(R

SIMULATION OF INTERNAL WAVE WAKES AND COMPARISON WITH

* e.g. wake detection

— Internal wakes

» Loch Linnhe tests in
the 1980’s and 1990’s

— Utility of Doppler processing
* e.g. MTI processing

Sandia
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Maritime Modes - Needs

16

Robust, Reliable Mine and
Mine-like object detection

¥

Robust, Reliable Small)
vessel detection
— Life-raft detection

www.yachtingmonthly.com

Google earth
C

http://www.rivercityvibe.com

th
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Threats — Maritime Vessel ID

: V eS S el C h ar aCt er i Zat i O n ’ Z;fli;aid to Turn Back North Korea Missile Shipment
classification, identification

— Uncooperative target vessels

— Ins D ite of dece D tion techni ques osevenlsenios Amercamaficias,

— In spite of unknown target motion

technology to Myvanmar two weeks ago

ral days

sile parts between North Korea and Myanmar

ated government £ i ave describ

ample of how the; on of naval power

atic pressure to enforce Uni anctions imposed after

st nuclear test, in 2009,

f suspected missile parts made it

could act. Despite the

both economic

Typ I C al I SA R i m a‘g e Of technelogy exchanges, some of it by air, between North Korea and Iran,
Vessel |n open Ocean New York Times

www.apfn.net
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Maritime Vessel Imaging - Needs

 Robust & reliable high-fidelity Inverse-SAR imaging

— 3D imaging
— Fine-resolution imaging
— Multi-aperture techniques

apparent
radar
path
Vessel motion
should allow
y creating a 3-D
Transverse Image
axis
Maritime ISAR imaging with airborne radar Longitudinal
Master of Science Thesis axisL Vertical
VERONICA BACKSTROM axis
ANTON SKARBRATT
Department of Radio and Space science x
Radar Remote Sensing Group
CHALMERS UNIVERSITY OF TECHNOLOGY Sandia
18 Goteborg, Sweden, 2010 m National
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Threats — Arctic

and gas reserves are in the Arctic

%

« Control of atreasure chest of resources
— experts estimate that more than 20 percent of the world’s oil

e Navigation through new arctic shipping routes
— Northwest Passage across the arctic coast of Canada

— Northern Sea Route across arctic coast of Russia

Bloomberg

Rosneft Says Exxon Arctic Well Strikes Qil

"s most remote places with the help of America’s

ation as hostile to U.8, interests, has discovered what may prove to
larges ¥

N) said a well drilled in the Kara Sea region of the Arctic Ocean with
ing the region has the potential to become one

19

Wikimedia Commons

ARCTIC
OCEAN

Russia
) Ghukct
ru\\; Sy
kal
Alaska &
t energy
of the world’s
i — =~ (PA photo via IHS Maritime 360)

www.geology.com

Sandia
National _
Laboratories




Arctic ISR - Issues

All same Issues of non-arctic maritime ISR

Added environmental factors
— Sea lce

Wwww.nasa.gov

Wwww.nasa.gov

m
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Arctic ISR - Needs

« Reliable ISR of the arctic will be critical
— monitoring environmental conditions
» Seaice thickness maps
— Persistent human activities detection and monitoring
« Shipping
« Resource management

How thick is this?

www.way-up-north.com

CSA 1997
wall.alphacoders.com

National

21 Ice-breakers have limits to sea-ice thicknesses through which they can break. ﬂ.‘ Sandia
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Sea Ice Thickness - Challenges

Sea ice may

22

contain rﬁges on top and
bottom .
have several layers b
be topped with snow
contain puddles of water
change with time

e move
e alter form

I Floa Within

Drifting/Pack Ice et

Shear Ridges

University of Alaska Fairbanks, Geophysical Institute

blog.helenglazer.com web.vims.edu .
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Threats — Spectrum Access %

 Near-peer adversaries offer the potential to subject
ISR radar systems to jamming and spoofing

— Falls under the larger banner of
Anti-Access / Area-Denial (A2/AD)

e Fratricidal jamming

— Too many systems want to
use same spectrum

North Korean GPS Jammers
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Spectrum Access - Issues ‘__2{

 Radar potentially vulnerable in multiple areas
— Direct radar waveforms
— GPS navigation
— Command & Control

The question is
1. How do we avoid these vulnerabilities?

2. How do we ensure adequate performance in spite of
these vulnerabilities?

See discussion in:

Armin W. Doerry, “Comments on radar interference sources and
mitigation techniques,” SPIE 2015 Defense & Security
Symposium, Radar Sensor Technology XIX, Vol. 9461,
Baltimore, MD, 20-24 April 2015.
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Spectrum Access - Needs ‘__2{

Radar Waveforms

— Low Probability of Intercept (LPI) waveforms
— Low Probability of Detection (LPD) waveforms
— Optimized waveforms (Cognition)

Radar Signal Processing

— Null-steering array antennas.

— Interference mitigating signal processing techniques.

— Radar operation in the absence of GPS-aiding, in a GPS-denied
environment.

Reduced dependence on GPS

— External navigation aiding techniques.

— SAR-image (or other radar data) aiding of the navigator.

More Autonomy

— Cognition

25 Ah) deona
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Cognition & Optimization

e If we know (or can measure) the spectral
environment, then we can adapt radar operation

accordingly

— Becomes an optimization problem

radar

/_

Mapping Biological Cognitive Properties
To a Cognitive Radar

Cognitive Property Cognitive Radar

Sensing

. Perceiving

'Thinking
Reasol

Actuator /

Perceptor
/
Action to Illluminate Feedback Perception of the
the Environment Information Environment
-

Control

Signal
(Stimuli)

4)[ The Environment

Observables
(Measurements)

Memory

Remembering Env. Database

www.defenseig.com
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Khashayar Kotobi, Philip B. Mainwaring, Conrad S. Tucker, Sven G. Bilén, “Data-Throughput Enhancement Using

Data Mining-Informed Cognitive Radio,”

www.mdpi.com
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Interference Mitigation

If the radar receiver
remains linear, then
even rudimentary
signal processing
techniques can often
be employed to
noticeably clean up a
SAR image,

but

More sophisticated
interference (e.g.
intentional jamming or
spoofing) will require
more sophisticated
processing.
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Takeaways ,__2{

« There are many ISR problems that still need to be
solved

— Radar seems to be a good candidate for many of them

e We need to first understand the nature of the
problem
— Phenomenology
— This is a hard problem all by itself

« Only then can we develop the right algorithms to

extract and map the information we need
— And build the right sensor system
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Miscellaneous Needs ‘__2{

Tunnel Detection

Fine Resolution Moving Target Imaging (ISAR)

— with the goal of target discrimination, and perhaps even
identification

Adjustable aperture antennas

— to facilitate both near-range wide-angle radar modes, and
long range high-gain modes

Multi-user, multi-mode scheduling algorithms

— Think about how a mainframe computer’s operating
systems handles multi-tasking, or jobs from multiple users.

Behavior Discrimination
— Not just where they are, but also what they are doing

Windmill Effects Mitigation

Sandia
m National
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Background ,__2{

« The USis emerging from 14 years of Counter-Insurgency
(COIN) operations in lrag and Afghanistan

— Asymmetrical warfare against technologically unsophisticated
adversary

— US history suggests that this kind of conflict will nevertheless
continue to be much more common than larger conflicts

 In 2011, President Obama announced his “pivot” to the Pacific
— Prepare for dealing with a technology “near-peer”

— Both China and Russia are becoming increasingly aggressive
« It's all about controlling economic resources

« The US Military is an Expeditionary Force

— Operates with small forward-deployed footprint

e Drives “Doing more with less.”
— Favors remote operation
— Favors automation

31

' : : ] Sandia
— Favors multi-mission, multi-mode radar systems A Ntona
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Truisms to Guide us ,__2{

There will always be future wars and armed conflicts
— More likely COIN operations than major conflicts

The DoD will generally drive needs more than DHS
— mainly because they will typically have larger funding
Our military is expeditionary In nature

— We fight wars “over there” and not “over here”

Commitment to minimize collateral damage

— which means
“precision strike” e

— which requires e 5 Al Y N

“precision ISR” et S G o

* including high- g
confidence target oy

identification vt

Current Jihadist Areas of Operation
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Truisms to Guide us ,__2{

ISR and strike missions are merging
— effort to “shorten the decision cycle”

— Decision cycles will keep getting shorter
* Information latency will become less and less tolerable

Bad guys include some smart people

— who will always figure out a way to nullify a current
advantage of yours

— Urgent needs and quick-reaction needs will always manifest
to counter bad guys’ evolving strategies and tactics

« JUONS and QRC needs
In the end, it's about the information, not the data

The easier an instrument Is to use, the more it will
get used

Sandia
m National
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What that means for us ,__2{

Will require ever more capability

— Better performance
* Range, resolution, modes, utility

Will require ever smaller packages

— Size, weight, and power
« Part of larger sensor suites

Will need to be ever easier to use

— Automated data analysis and tactical decision making

Will need to be adaptable

— Quick mitigation of surprises
« JUONS, etc.

di
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