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That moment when you ask, 

“What’s the worst that could 

happen?”



If you discovered burglaries were occurring 
in your neighborhood, 

what would you do to protect your home?



If you discovered cybercriminals were 
stealing data from other organizations, what 
would you do to protect your organization?
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Agenda
1. The Threat Landscape

2. Phishing benchmark data by industry

3. Your Security Culture & “Human 
Firewall”
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According to Verizon’s 2024 Data Breach Investigations 

Report, human error was often a contributing factor to 

data breaches, playing a role in 68% of cases occurring 

through accidental actions, the use of stolen 

credentials, social engineering and even through 

malicious privilege misuse.

However, the report authors excluded privilege misuse 

from the calculation of the human element to better 

assess the impact of security awareness programs. 

Notably, the findings indicate that the human element 

continues to play a significant role, indicating that 

mitigating human-based risk should be a key priority for 

organizations.



The Threat Landscape is

All of Us

All the Time

Everywhere

In All Contexts of Life
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Lazy…
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Distracted…
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Lacking the knowledge.
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It works 
and it’s easy
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Agenda
1. The Threat Landscape

2. Phishing benchmark data by industry

3. Your Security Culture & “Human 
Firewall”
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The 
question 

every 
executive 

asks…
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RISKY 
BUSINESS
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PHASE ONE 

BASELINE
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PHASE TWO 

90 DAY
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PHASE 
THREE 

12 
MONTHS+
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Agenda
1. The Threat Landscape

2. Phishing benchmark data by industry

3. Your Security Culture & “Human 
Firewall”
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A security culture lives and breathes 
within every organization. 

The question is how strong, intentional
and sustainable is your security culture. 
And what do you need to do about it?
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What if you 
educate?
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What if 
everyone 

knew what 
to do?
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Instinctively… 
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Defining
“Culture”

Organizational culture is not the sum of 
roles, processes and measurements; it is 
the sum of subconscious human 
behaviors that people repeat based on 
prior successes and collectively held 
beliefs.

Similarly:

Security culture is not (just) related to 
"awareness" and "training"; it is the sum 
of subconscious human behaviors that 
people repeat based on prior experiences 
and collectively held beliefs.
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Security Culture: 
The ideas, customs and social behaviors 

of an organization that influence its 
security.
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Seven Dimensions of Security Culture
B
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Just because 
I’m aware

doesn’t mean 
that I care.

Security Awareness and Secure Behavior are NOT the Same Thing
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Your awareness program should not focus only on information delivery

Ask yourself: 
Do you care more about what your people 

know or what they do?
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You can’t effectively train on everything… 

If your goal is behavior change, 
focus on 2 to 3 behaviors at a time
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Know Your Place and Scope of Influence!

Culture is led from the 
very top of the 
organization; it doesn't 
originate from you or 
your group.
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Personal Cyber Hygiene

Cyber 
Hygiene

Avoid 
strange 

links

Unique 
Passwords

Secure 
Wifi's

Password 
Manager

Backup, 
Backup, 
Backup
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5 Principles of Being a Human Firewall

Never make 
assumptions:
Don’t draw 
your own 
conclusions. 

01
Stay alert: 

Keep your 
guard up. 

02
Think 
critically: Slow 
down, verify, 
and think 
before you 
click. 

03
See 
something? 
Say 
something:
Immediately 
report 
incidents.

04
Follow policy, 
no matter 
what:
Circumventing 
policy 
jeopardizes the 
company.

05
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Final 
Thoughts

• Humans are the de-facto top choice for 
cybercriminals seeking to gain access into 
an organization.



Thank You
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