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AD TECH EVOLUTION

1995

world’s first ad network 

160 styles syndicated

Early 2000s

early popup blocking 

began

2012

ad exchanges

FUTURE

1993

first banner ad

2000

Google AdWords launched

2008

use of ad networks begin
2018

complex landscape

1993

2019 +



Where are we 

being tracked?



Why everyone should

care about PRIVACY?



about 

half
of users were not at all 

or not too confident 

their data was in safe 

hands2/3
have said current laws are 

not good enough in 

protecting people’s 

privacy

61%
Six in 10 Americans have 

said they would like to do 

more to protect their 

privacy

64%
support more regulation 

of advertisers

Just

9%
of social media users were 

“very confident” that social 

media companies would 

protect their data



VS

.

Android iPhone



Privacy is good business

Customers will choose companies with privacy & 

security as a priority and who are compliant

Privacy baked into website design will encourage 

website visitors to share more data

Choice and preference are critical—focus should be 

on engagement, not just list size
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Compliance Laws Can Actually Help

The Operation of Your Business

It can be a competitive 
advantage.

It may even make you
more efficient.



PERSONAL DATA
EXAMPLES



Examples of online identifiers

(GDPR & CCPA)

Any moniker used for online presence—social media, 

e-mail, instant messenger

ID number GeolocationIP addresses

“Cookies” Others



EU Definition: Personal data is 

any information about a living 

individual who could be identified 

from that data, either on its own 

or when combined with other 

information.

Sensitive 

personal data

There is also a classification called “sensitive 

personal data,” which means any information 

concerning an individual’s:

● Racial or ethnic origin,

● political opinions,

● religious or philosophical beliefs,

● trade union membership,

● health data,

● genetic data,

● biometric data,

● sex life or sexual orientation,

● past or spent criminal convictions
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CALIFORNIA 

CONSUMER

PRIVACY ACT



CCPA 

applicability

The CCPA applies to businesses, which are defined as 

for-profit organizations that collect personal 

information about residents in California, determine 

the purpose and means of the processing, does 

business in the state of California, and that meets one 

or more of:

● (i) annual gross revenues in excess of twenty-five million 

dollars ($25,000,000),

● (ii) alone or in combination, annually buys, receives, sells, or 

shares for commercial purposes, the personal information of 

50,000 or more consumers, households, or devices, or 

● (iii) derives fifty percent or more of its annual revenues from 

selling consumers’ personal information.

Out of scope: those complying with other federal privacy laws such as HIPAA 

and GLBA  



CCPA 

non-compliance consequences

Regulatory fines: 

$2,500 per violation

$7,500 per intentional 

violation

Individual right of 

action:*

$100-$750 of action per 

infraction for a data 

breach if no reasonable 

security measures 

employed

Brand reputation

Loss of customers 

Negative PR

* Amendment may extend the individual right of action



● A toll-free number or email address can 

be provided for an individual to opt out 

of the sale (still need the homepage link)

● “Personal information” does not 

include consumer information that is 

de-identified or aggregate consumer 

information and “public records” 

(lawfully made available from federal, 

state, or local government records. Does 

not mean biometric information 

collected by a business without the 

consumer’s knowledge) is excluded as 

well

● Personal information now only covers 

information that is "reasonably capable

of being [so] associated”

● Employees are not consumers and 

therefore are excluded from CCPA 

CCPA 
amendments
(as of 4/2019)

● Businesses can offer “a different price, 

rate, level, or quality of goods or 

services to a consumer, including 

offering its goods or services for no fee, 

if any of the following are true”—

generally speaking, loyalty programs are 

ok

● Allows information to be shared 

between a new motor vehicle dealer 

and vehicle’s manufacturer, if the 

information is related to a repair, 

warranty work or recall without being 

subject to individual rights bills

● For insurance companies and agents, 

privacy notices with information on how 

to opt out of disclosures as well as 

requiring a comprehensive written 

information security program required



Do not sell my personal information

● Businesses must notify users

● Requires opt-in consent from minors

● Mandatory “Do Not Sell My Personal Information” link on homepage

● Non-discrimination on services for exercising CCPA rights

● Businesses may charge a different price if the price difference reasonably 

related to value of individuals’ data 

● Selling” defined as “selling, renting, releasing, disclosing, disseminating, 

making available, transferring, or otherwise communicating orally, in 

writing, or by electronic or other means, a consumer’s personal information 

by the business to another business or a third party for monetary or other 

valuable consideration



Selling children’s data? It requires consent 

Children under the 

age of 13:

Requires opt-in with 

parental consent

Children 

between 13-16:

Requires opt-in consent 

from that child



GDPR Individual Rights 

with personal data

‣ Right of access

‣ Right of rectification

‣ Right to erasure (right to be forgotten)

‣ Right to restrict processing

‣ Right of data portability

‣ Right to object to processing

‣ Right to not be evaluated on the basis of 

automated processing
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CCPA Individual Rights

1. Right to know categories 

2. Right to know the sources and third parties data 
shared with

3. Right of Data Portability

4. Right to Deletion/Erasure

5. Right of Disclosure or Access

6. Right to opt-out of sale of information

7. Children’s Rights 

8. Right to not be discrimination for exercising rights



Notice & Cookies



22

Say what you do, 

do what you say



s100 

TAGS

s

100 TAGS

s100 

TAGS

s100 TAGS



Source: Mediapost

https://s3.amazonaws.com/media.mediapost.com/uploads/DataLabel.pdf
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Digital Cookies Require Monitoring 



26

Cookie Notices

‣Cookie banner should refer to policy

‣Cookie lists need to be update to date

‣Cookies should fire after consent 

received

‣Users should be able to easily opt out
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Digital Cookies 

Require 

Monitoring 



Privacy Regulation: Marketing Impact



CONSENT

LEGAL 

OBLIGATION
PUBLIC 

AUTHORITY

LEGITIMATE 

INTEREST
CONTRACT

VITAL 

INTEREST

6 main legal grounds for 

processing personal data under GDPR



Bavarian cookie sweep



GDPR learnings to date

● Privacy information should be easy to find

● When relying on consent, no pre-ticked boxes 

can be used

● Individual must specifically consent to the 

purpose for which their data will be used. A 

catch- all indication of consent will not suffice

● The consent needs to be informed, specific, 

and affirmed

● Businesses of all sizes are impacted
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Analytics and Privacy



“…prohibits sending 

personally identifiable 

information (PII) to 

Analytics (such as names, 

social security numbers, 

email addresses, or any 

similar data)”
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How do I know?

Email Addresses
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How do I know?

Common (American) Names

(j(im(my)?|ohn|ames)|robert|bob(by)?|michael|dav(id|e)|(d|r)ic(k|hard)|ch(arl(es|ie)|uck)|mary|pat(ty|ric

ia)|linda|barb(ara)?|e?liz(zy|abeth)|jenn?(ifer)?|mari(e|a)|su(e|san)|sarah?)
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How do I know?

Phone Numbers

(((\+?1(\.|-|\s*)?)?\s*)((\d{3}(\.|-|\s*)?)?\s*)(\d{3}(\.|-|\s*)?\s*)(\d{4}\s*((x|ext\.?(ension)?)\s*\d*)?))
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How do I know?

Physical Addresses

(street|st|road|rd|drive|dr|lane|ln|avenue|ave|boulevard|blvd|highwa

y|hwy|township|twp|north|south|east|west)
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How do I know?

Credit Card Numbers

\d{4}(-|\s*)?\d{4}(-|\s*)?\d{4}(-|\s*)?(\d{4})?
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How do I delete?
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A sustainable privacy program



Who likes vendor vetting?



Technology 

Integrations



Privacy 

Impact 

Assessment



Employees are the 

strongest and 

weakest link!
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TRUST IS

The Basis                         Of Privacy



53

Compliance With 

These Laws Must

Be An 

Proposition
Privacy by 

Design is not 

a one-time 

activity
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Will the future hold more regulation?



USA

BRAZIL

INDIA

EU

CANADA



If you complied with GDPR, it’s a first 

step for CCPA but not 100% done

Data inventory is necessary to know what and 

why you collect, use, share, store, and sell

Individual rights process and plan

Pixel governance strategy & tag audit

Review your marketing vendors including contracts for compliance

Create or update your internal policies and procedures

What resources (tools, consultants, attorneys) are needed to comply today and maintain ongoing compliance?

Action steps



1. Check your analytics tool for PII

2. Stop sending CRM lists

3. REALLY unsubscribe your unsubscribes

4. Don’t be a sneaky, conniving $&!*@^ with pre-checked boxes



QUESTIONS?



Get in touch

JODI DANIELS

www.redcloveradvisors.com

404-964-3762

jodi@redcloveradvisors.com

ANDREW RICHARDSON

www.elitesem.com

267-506-5646

andrew.richardson@elitesem.com


