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AD TECH EVOLUTION

1993 2000 2008 2018
first banner ad Google AdWords launched use of ad networks begin complex landscape
2019 +
1993
1995 Early 2000s 2012 FUTURE
world'’s first ad network early popup blocking ad exchanges

160 styles syndicated began



Where are we
being tracked?







01%

Six In 10 Americans have

sald they would like to do
more to protect their
privacy

2/3

have said current laws are
not good enough In
protecting people’s
privacy

04%

support more regulation
of advertisers

Just

9%

of social media users were
“very confident” that social
media companies would
protect their data

about

half

of users were not at all
or not too confident

their data was in safe
hands







Privacy Is good business

Customers will choose companies with privacy &
security as a priority and who are compliant

Privacy baked into website design will encourage
website visitors to share more data

Choice and preference are critical—focus should be
on engagement, not just list size




Compliance Laws

of Your Business

It can be a competitive It may even make you
advantage. more efficient.




PERSONAL DATA
EXAMPLES




Examples of online identifiers
(GDPR & CCPA)

Any moniker used for online presence—social media,

e-mall, iInstant messenger

ID number |P addresses




N
a \\ There is also a classification called “sensitive
ﬂ-\\ personal data,” which means any information
— N concerning an individual’s:

Racial or ethnic origin,

S e n S itive political opinions,
p e rSO n a I d a ta religious or philosophical beliefs,

trade union membership,

health data,

EU Definition: Personal data is genetic data,

any information about a living . biometric data,

individual who could be |§1Iert|f|ed . sex life or sexual orientation.
from that data, either on its own
or when combined with other
information.

past or spent criminal convictions



CALIFORNIA

PRIVACY.ACT, /[ e




The CCPA applies to businesses, which are defined as

Cc PA for-profit organizations that collect personal

iInformation about residents in California, determine

d p p | |Ca bl | |ty the purpose and means of the processing, does

business in the state of California, and that meets one
or more of:

(1) annual gross revenues in excess of twenty-five million
dollars ($25,000,000),

(1) alone or in combination, annually buys, receives, sells, or
shares for commercial purposes, the personal information of
50,000 or more consumers, households, or devices, or

(i) derives fifty percent or more of its annual revenues from
selling consumers’ personal information.

Out of scope: those complying with other federal privacy laws such as HIPAA
and GLBA



CCPA

non-compliance consequences

Regulatory fines: Individual right of .
action:* Brand reputation

$2,500 per violation )

$7,500 per intentional .$1OO_$750 of action per Loss of customers

violation infraction for a data

breac.h If no reasonable Negative PR
security measures
employed



CCPA

amendments

(as of 4/2019)

A toll-free number or email address can
be provided for an individual to opt out
of the sale (still need the homepage link)

“Personal information” does not
include consumer information that is
de-identified or aggregate consumer
information and “public records”
(lawfully made available from federal,
state, or local government records. Does
not mean biometric information
collected by a business without the
consumer’s knowledge) is excluded as
well

Personal information now only covers
information that is "reasonably capable
of being [so] associated”

Employees are not consumers and
therefore are excluded from CCPA

Businesses can offer “a different price,
rate, level, or quality of goods or
services to a consumer, including
offering its goods or services for no fee,
iIf any of the following are true”"—

generally speaking, loyalty programs are
ok

Allows information to be shared
between a new motor vehicle dealer
and vehicle’s manufacturer, if the
information is related to a repair,
warranty work or recall without being
subject to individual rights bills

For insurance companies and agents,
privacy notices with information on how
to opt out of disclosures as well as
requiring a comprehensive written
information security program required



my personal information

Businesses must notify users

Requires opt-in consent from minors

Mandatory “Do Not Sell My Personal Information” link on homepage
Non-discrimination on services for exercising CCPA rights

Businesses may charge a different price if the price difference reasonably
related to value of individuals’ data

Selling” defined as “selling, renting, releasing, disclosing, disseminating,
making available, transferring, or otherwise communicating orally, in
writing, or by electronic or other means, a consumer’s personal information
by the business to another business or a third party for monetary or other
valuable consideration




Selling children’s data? It requires consent

Children under the Children
age of 13: between 13-16:

"W ¢ Requires opt-in with Requires opt-in consent

% + parental consent from that child
."..‘ s“

.
' .

: ‘




GDPR Individual Rights

Right of access

Right of rectification

Right to erasure (right to be forgotten)
Right to restrict processing

Right of data portability

Right to object to processing

Right to not be evaluated on the basis of
automated processing



CCPA Individual Rights

1. Right to know categories

‘ ‘ 2. Right to know the sources and third parties data
shared with

. Right of Data Portability
. Right to Deletion/Erasure
. Right of Disclosure or Access

. Right to opt-out of sale of information
. Children’s Rights
. Right to not be discrimination for exercising rights

O ~NOUL L W



Notice & Cookies



O MAZIL ANDEZSON WINW ANDEZTOONS.CCM

Say what you do,
do what you say

-

L5
"Before I write my name on the board, I'll need to know
how you're planning to use that data.”







Analytics B Unclassified Privacy Publisher B Tracker B widget

s pinimg.com JpaEEl8skrredEsT iDmdmid BxEez o natEiesvdrisly B EEan a rneThiieddEDesk singe TFadomeip e=RigiadigE=havior Medis Innovation Group
] [ ] o .9 @ @ @
Semasio
Lotame

SecUre-nestorage. macys.com

EXPCOre.macys.com . .
Twitter Advertising

Rubic £s.EEEprLp
Pinterest Conversion Tracker B AER H.EHUS - ; =
“intenzst Outbrain Amplify
] OpenkX
Adobe Test & Target d1n00d43gkbray.cloudfronsne:  Medialath @ :
eXelate | jve Inten:
SOASTA mPulze .'
@ Advertising.com
. . wmg.host
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® _ e
Adobe Audience Manager DC'UEIJ.EC“[{ EI"S:":{h
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m ) . . .
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Bing &ds brainforesesicom i o
e www_google.com
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DoubleCTick Floodlight www 3. macys.com 'E-::-:.gleinal_, tics
Crivan Google Tag Manager
IBEM Customer Experience o iSP:-W FE{EbE.Gk Fiicel Google DynamicRemarketing
@
_. Answeers Cloud Google AdWords Conversicn
slimages.macysassets.com @
Hookbogic | Tebools i "
. . Facebook Connect
' Rakuten Marketing
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L L @
License Agreement - Privacy Statement - Support - Contact Us - © 2018 - Evidon, Inc. All rights reserve

Source: Mediapost


https://s3.amazonaws.com/media.mediapost.com/uploads/DataLabel.pdf

Digital Cookies Require Monitoring

Br=  DIGITAL
: ADVERTISING
W ALLIANCE




Cookie Notices

Cookie banner should refer to policy
Cookie lists need to be update to date

Cookies should fire after consent
received

Users should be able to easily opt out
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THE FORRESTER NEW WAVE™
GDPR And Privacy Management Software
Q4 2018
Strong
Challengers Contenders Performers Leaders
Stronger
current
offering
A
® ® ®
Digital Cookies
®
Require
® ®
Monitoring
Weaker
current
offering
Weaker strategy P Stronger strategy
Market presence”

*Gray marker indicates incomplete vendor participation.

142698 source: Fomeater Research, Inc. Unauthorizad reproduction, citation, or distribution prohibited.



Privacy Regulation: Marketing Impact



6 main legal grounds for
processing personal data under GDPR

CONSENT LEGITIMATE
INTEREST

CONTRACT

LEGAL PUBLIC VITAL
OBLIGATION AUTHORITY INTEREST







GDPR learnings to date

Privacy information should be easy to find

When relying on consent, no pre-ticked boxes
can be used

Individual must specifically consent to the
purpose for which their data will be used. A
catch- all indication of consent will not suffice

The consent needs to be informed, specific,
and affirmed

Businesses of all sizes are impacted
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"...prohibits sending ™
personally identifiable
information (PIl) to
Analytics (such as names,
soclal security numbers,
email addresses, or any
similar data)”
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How do | know?

EFmall Addresses

Primary Dimension: Page Page Title Content Grouping: none Other
Secondary dimension ~ Sort Type: Default = Q. advanced 3
: Unique .
Pageviews » Avg. Time on Entrances Bounce Rate
Page J Pageviews Pvg
age

1292 781 00:00:40 315 26.90%

"—‘.~ {4 ‘lr..

o | ¥, 5 .u ! . ) ! A : ]
! '0' | SOU) | .(.‘ W) 1 | o'.‘ J9%) . f:" ".

/useraccount?email=emailAddres . - R ey -
1. s1@gmail.com 9 (0.70%) 2 (0.26%) 00:00:47 1 (0.3 0.00%
2 /userAccount?email=emailAddre 8 062% | 2 (0.26%) 00:00:22 0 (0.00%) 0.00%
ss2(@gmail.com
3 /useraccount?emaul=ema||Addres‘,.', 7 (0.54%) 1 %) 00:00:12 0 (0.00%) 0.00%

s3@gmail.com



How do | know?

Common (American) Names

Primary Dimension: Page Page Title Content Grouping: none Other
Secondary dimension =  Sort Type: Default = (jim{my)?|lohnlames)|rot . advanced
) Unique
Page Pageviews L Pa L Avg. Time on Entrances Bounce Rate
Page

9 9 00:00:17 8 75.00%

/portalMirstname=mary&lastnam . | P |
I a=smith 5 (55.56%) 5 00:00:17 4 50.00%
2. Jaccount/info?name=chuck L 4 (44.44%) 4 (4444 00:00:00 4 100.00%

(J(im(my)?|ohn|lames)|robert|bob(by)?|michael|dav(id|e)|(d|r)ic(k|hard)|ch(arl(es|ie)|uck)|mary|pat(ty]|ric
ia)|lindalbarb(ara)?|e?liz(zy|abeth)|jenn?(ifer)?|mari(e|a)|su(e|san)|sarah?)

36



How do | know?

Phone Numbers

Primary Dimension: Page Page Title Other

Secondary dimension ~ Sort Type: Default ~ (((\+21(0\.1-I\s*)?)?\s*)((\c Q. advanced @ BH

. Unique
Page Pageviews L Pageviews Avg. Time on Entrances Bounce Rate
Page
3§ 84 00:01:23 3 25.00%
' ? = -
1 (/)rgeglster/account.phone 867-53 : 6 (513%) 1 (118 00:01:11 0 (0.00%) 0.00%
/register/account?phone=1-900- s e OO o
‘4 487-8537 ; 5 (4.27%) 1 00:00:27 0 | 0.00%
| ? =1- .
3 /register/account?phone=1-900 3 4 (342% | 4 (476 00:02:30 9 (66 | 33 33%

" b49-2568

(A\+2TO-N\s™)) A (\D{BH\[-N\s™) ) As*) \D{3H\.|-\s*) \s*) \d{4N\s*((x|ext\.?(ension) ?)\s*\d*)?))



How do | know?

Physical Addresses

Primary Dimension: Page Page Title  Other

Secondary dimension + Sort Type: Default (street|stiroad|rd|driveldr B advanced @ HH

' Unique
Seaia Pageviews L Pageviews Avg. Time on Entrances Bounce Rate
Page
3 3 00:00:00 3 100.00%
{ Total Avg for View
1. /sign-in?road=penny-lane L 1(3333%) 1| % 00:00:00 1 (3 100.00%
2. /sign-in7road=4th-street - 1 (33.33%) 1 (33.33 00:00:00 1 (33.33 100.00%

(street|st|road|rd|drive|dr|lane|In
y|hwy|township|twp|north|south

avenuelave|boulevard|blvd|highwa
east|west)
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How do | know?

Credit Card Numbers

Primary Dimension: Page FPage Title Other

1.

2.

Secondary dimension = Sort Type: Default - \AH{4}-I\s*)"N\d{4}-I\s*)? B, advanced [HE

Unique

Page Pageviews L Pageviews :ze Time on Entrances Bounce Rate
19 17 00:01:56 6 16.67%

| . | .
fﬁiﬂ"‘ﬁ“”“rd=4444'4444“4"44 E 3 (1579%) 3 (17 00:00:03 2 100.00%
/payment?card=1111222233334 5 2 (10.53%) | 2 (11.76%) 00:00-05 \ | 0.00%

444

\d{4}(-\s*) \d{4}(-\s*)?\d{4}(-\s*)?(\d{4})?

39



How do | delete?

Search reports and help

HOME

» O

+  CUSTOMIZATION

Reports

@ REAL-TIME

® AUDIENCE

Overview

Active Users

Lifetime Value BETA

Cohort Analysis BETA

Audiences NEW
User Explorer

» Demographics

»  Interests

» Geo

»  Behavior

» Technology

» Mobile

= Custom

)  DISCOVER

::: ADMIN

User Report

Client Id
34d6eb504-64e4-43d7-b441-
eBabbb9271c9

BigQuery Client 1D
68638580/634692432

Date Last Seen

Device Category
desktop

Device Platform
web

Acquisition
Date
May 12,2017

Channel
Organic Search

Source / Medium
(not set)

Campaign
(not set)

Return to User Explorer Report

E Delete User

Sessions (LTV)

0

sessions (Current): 1

~ May 12,2017

 1:34 AM

Session Duration (LTV)

00:00:00

session Duration (Current): 00:00:00

Revenue (LTV)

$0.00

Revenue (Current): $0.00

Transactions (LTV) Goal Completions (LTV)

Transactions (Current): 0

4 zelected Descending "*—= Expand All := Collapse All

() 00:00 Organic Search

40

(8} INTELLIGENCE

May 1, 2017 - Jun 6, 2018

Goal Value (LTV) G

$0.00 ( >

Goal Completions (Current): 0 Goal Value (Current): S0.00 G

1 session

@

Shiow rows: Go to: | 1 1-1af1 £ >

This report was generated on &/7/18 at 11:21:41 AM - Refresh Report






H &1 [§ - Accounts%20-%20Export%20to%20Excel[1].xls - Excel
SIS HOME INSERT  PAGE LAYOUT FORMULAS DATA  REVIEW VIEW  LloadTest POWERPIVOT  Team

=] T I
D %Eiy ) Arial 110 A A T== ®- =¢ Wrap Text General ~ g Normal Bad Good : {E-EI:EI EE){
Pafte < Format Painter (B I U T Ei- H-A- === &35 EMerge&Center - $ % » 53 % FED?nde:E?nn;L FcTJ;rE.I’::;f:S Neutral Calculation - Inier‘t Delete
Clipboard F Font F Alignment F Styles Cells
Al Jfxr | Client Name
A B C G H | J
1 Relationship Type Industry City State/Provin ZIP/Postal C
2 |A Sales Store Customer Enteriz Gurgaon Gurgaon 122002
3 | Active Marketing Customer Entg Caracas
4 |Advanced Sales Components Prospect 5B Advanced Level 5/22 Viadu Auckland Auckland 1010
o |Affordable Sports Equipment Customer z ffordable 55 Nikola Vaptsarov B Sofla 1407
6 ' Amazing Sales Prospect ing {9020 Stony Point Pkwy Richmond VA 93235
{ |Amazing Sports Store Prospect )L : Columbus Circle, Pc Chamy Trinidad and Tobago
& |Another Service Company Prospect , Buenos Aires Buenos Aires
9 Astonishing Sales Customer Grandview Pkwy Birmingham AL 35243
10 |Basic Sales Company Customer lub Deportivo, 1 - Edif Madrid 08223
11 |Best o' Sales Customer Reading Berkshire RGE TWG
12 Bold Sales Accessories Customer t Retail Primary Espoo Espoo 02150
13 |Breathtaking Sporting Goods Prospect t Retaill Primary - B Dhaka 1212
14 |Brown Service Company Customer Primary - Brow Buenos Aires Buenos Aires
15 Cash and Carry Sales Customer Retail Primary - Cash a Mississauga L5N 8L9
16 |Cheap n Best Sales Prospect Primary - Cheap n E8 Seoul Seoul 135-777
17 |Coalition Sales Company Customer Primary - Coalition {8039 Charlotte NC 08273
18 Contoso Partner Primary - Contoso Hoboken NJ
19 |Cool Ride Store Prospect Primary - Cool Ride Av. Guste Santo Domingo
20 Daring Rides Prospect n ary - Daring Ric Evert van de Schiphol
21 Designer Sales Prospect W - Designer World Trade San Salvador
22 Discount Service Specialists Prospect Ente pant Cebollad Montevideo Montevideo
23 Distribution Incorporated Prospect Distribuy Zaventem B-1935
24 'Driving Sales Prospect Entertain Baku
25 Economy Sales Company Customer Senvice Retal Issy Les Moulineaux '92130
26 Eleventh Sales Store Customer Business Services Bogota Bogota
27 Ever Lasting Sales Customer Wholesale Prirs vard Kingston
28 |BEver Winning Sales Prospect Entertainment Retail Primary - Evel Vs Andrews Avenue Suite 400 Fort Lauderdale FL "33309
29 Exemplary Marketings Prospect Entertainment Retail Primary - Exemplany 2/A-1 Innovation Campus Via Lombardia Peschiera Borromec Peschiera Bc 20068
30 Fabrikam Partner Consulting Primary - Fabrikam Paseo Club Deportin C.E. La Finca-Pozuelo de Alarcon Madnrid Madnrid 08223
31 Fantastic Sales Customer Wholesale Primary - Fantastic Vasco de Quiroga 1 Torre Centenario Mexico City DF 01210
32 Fast and Fun Sales Customer Wholesale Primary - Fast and | 300 Capitol Mall Suite 100 Sacramento CA 95814
33 Fifth Sales Store Prospect Entertainment Retail Primary - Fifth Sale: Mariano Sanchez Fontecilla #310 Santiago Santiago

| Accounts - Export to Excel

@

_ F._




KLAVIYO Braio

Unsu rlbe

Google Ads

> Display & Video 360 () theTradeDesk

€



Select All  Select None Q search Selection Summary By View Pages

rﬁ 352 of 1,000 “‘| 35% alin 43 @ﬁ 59
Total Pages nal Tag Inflation Vendors Accounts
Accounts with Duplicate Requests by Tag Count
0 100 200 300 400 500 600
[=] Maxymiser Loader 684 o
[B] Adobe Fonts 18 o
> Bing Ad Loader 16 o
‘% Tealium Loader 2

AppDynamics Loader 0

[

©

@
AppDynamics Pixel 0 o
. AppNexus 0 o
> Bing Event Tracking 0 o
as Cloudfront Loader 0 o
4% Data Layer 0 o
K] Facebook Conversion 0 o
K] Facebook Events 0 o
A G(?c?r%\!feeﬁs{ij:n Tracking 0 o
A Rersarketing o @



NEWS IN BRIEF

‘Join Email List’ Box Pre-Checked Like
Sneaky, Conniving Fesiam It Is

8/13/18 2:10pm « SEE MORE: INTERNET v f ¥V &0 &

EMAIL*

CONFIRM PURCHASE

V| Join Email List




< Qur Partners _

It takes teamwaork to bring you the best experiences with our brands.
We may provide information to our trusted partners to help them
provide you more relevant experiences and ads, and understand your

Before you continue, an update from us eractions wih them
See and customize how partners can use your data. Hide -
Tumblr is now part of the Oath family. Please review our updated Terms ot Service and European Privacy Policy. Scroll =

down to learn more below, then select Accept. nformation storage and access
Ad selection, delivery, reporting

Measurement

Tip: Log in to your account to avoid repeating this across your devices. Personalisation

Content selection, delivery, reporting

Q0000
CRCRCR R

See and customize which partners can use your data. Hide =

How data brings you better experiences

AdSupply
We want to provide you with the best experience on our products. Due to EU data protection laws, we and our vendors

need your permission to store cookies on your device in order to provide you with our services. This lets us collect and
use search, location and browsing data across our sites and our third party products to understand your interests and give
you personalised content and ads, improve and create new products, and enhance our product security. Learn more

addmat
One Person Health, Inc. (DBA Adacado)
ADARA MEDIA UNLIMITED

about how Oath uses this data. You can always change your mind later and control your preferences in the Privacy AdBlade L
Dashboard. AdButler
AdCentric =
Get personalised content and ads from our trusted partners AaClear :
Add2 Avolution
This doesn't mean more ads, it means personalised ones. When you let our partners use cookies to collect similar data Addroid
that we do on our sites, they can provide content and ads that match your interests, like deals related to products you AddThis
love, and understand your interactions with them. Learn more about how our pariners use this data. e
elphic =
Adform A/S f
Bloggers and your data AdGear Bloom)
When you visit a blog in the Tumblr network, that blog may collect more information than we do, and may provide ’ﬂ‘df""_o_ _
information to third parties that we have no relationship with, including to advertisers. We aren't responsible for the Adinfinity (Viziads)
information collection and use practices of our individual blogs and bloggers. ADITION technologies AG
Adjust
Select OK to continue to your destination, or Manage options to manage your data settings. Adledge .
Adloox SA ::“
Adman =

Manage options

admetrics GmbH

Admotion SEL
Adobe

Adrime (now Weborama)

AdRoll Inc

AdSpirit GmbH

AdTriba

190000000000 00000000000000QQQO
= I~~~ = = I~~~ = A~~~ = 1~~~ = I * I~ * B I



A sustainable privacy program
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Who likes vendor vetting?
Al 4 | 48 |
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Employees are the
strongest and
weakest link!







Privacy by
Design Is not
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Will the future hold more regulation?

Data Transparency Facts

Data Distributor Name: Data Com pany

Nata Nistributor Contact DetaSolutionTeamimdata com
Data Provider Mame: Leasing Company

Data Provider Contact: DatsAccounts@easing oo com

Audiance Snapshot

Audience Description
Households likely in the market to purchase a new
vehicle in the naxt six months

Geographies USA
|
Audiance Construction Atfributes

Audience Count .. 5500000
Frecision Level ... [ouseholds

Activation ID(s) Cookies
Audience EIPH"EiDI'I Yoo
e 22
e 2
SRR EEIEED DB D22 oo
Data Source s bUtES

Source ID Description
Dealer-reporied names and postal codes of individuals
who reguested test drivas

Source ID Contribution 1,130,000
e e
o I{w NN
e
e e
- ee;:iﬂzeﬂfmcrdeled} ................................................................. -
. aur.:eﬁefrgghFrequen cy ...................................... E}uarterly
B T o FE

Thia Data Transparency Label has baean developed by membsars of ANA's
Council for Data Integrity and 1AB Tach Lak's Dats Transparency
Working Group, with tha suppart of CIMR, Trsa ARF and 1AB's Data
Cantar of Excallence. For mara imfommation, plaase visit detalabel org.

54






I lied with GDPR, it's a fi "
Action steps

Data inventory is necessary to know what and
why you collect, use, share, store, and sell

Individual rights process and plan

Pixel governance strategy & tag audit

Review your marketing vendors including contracts for compliance

Create or update your internal policies and procedures

What resources (tools, consultants, attorneys) are needed to comply today and maintain ongoing compliance?




1. Check your analytics tool for Pl

2. Stop sending CRM lists

3. REALLY unsubscribe your unsubscribes

- - A o :
’ R ¢ £ PP o R,
S - - “ o . b ¥ § > S 4 e - . !
- ; "' * ¢ 2 o . p - - - . e ’ y g4 %% o gt &

4. Don’t be a sneaky, conniving $8!*@* with pre-checked boxes




UESTIONS?




JODI DANIELS

www.redcloveradvisors.com

404-964-3762
jodi@redcloveradvisors.com

Get In touch
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