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GDPR Refresher
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What is GDPR?
 Developed by the European Commission to strengthen and unify 

data privacy protection across the EU. 
 Approved in 2016; Enforceable (worldwide) as of May 25, 2018.
 Includes specific provisions for the handling of personal data of 

EU data subjects that are exported outside the EU.
 Imposes mandatory reporting for data breaches, duty to respond 

to EU citizens’ privacy rights, increased sanctions for 
noncompliance, revised consent criteria, and much more. 
 Subjects all organizations that maintain and use European 

member or customer data to these regulations.
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Common GDPR Questions
 Who does the GDPR affect?

 How does the GDPR affect policy surrounding data breaches?

 What are the penalties for non-compliance? 

 What are my responsibilities? 

 What are all these GDPR terms like a data processor and a data controller?
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Who is Affected by GDPR?
 GDPR applies not only to organizations located within the EU but 

also to organizations located outside of the EU if they 
offer/provide goods or services to EU data subjects. 
 It applies to all companies processing and holding the personal 

data of data subjects residing in the European Union, regardless 
of the company’s location.

Source: https://upload.wikimedia.org/wikipedia/commons/7/73/Global_European_Union.svg
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Key Principles of GDPR
 Data subjects own their personal data
 Organizations should keep only the personal data they need, 

only for as long as they need it, and only for the purposes 
indicated in their lawful basis.
 Data subjects have the right to request changes to the way an 

organization uses their personal data
 Organizations must respond to such requests in a timely way
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Major Requirements for Organizations
 Effective information security controls
 Rapid breach notification plan
 Maintain record of personal data processing activity
 Maintain record of requests from data subjects to alter or remove 

their personal data
 Conduct data privacy assessments for new initiatives
 More…
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Penalties for Non-Compliance
 GDPR imposes stiff fines on data controllers and processors for 

non-compliance.
 Fines vary based on the severity of non-compliance. The most 

significant penalties are up to €20 million, or 4% of the 
organization's annual revenue, whichever is higher.
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We Don’t Have Members In The EU….Does This Apply?

 Regardless of GDPR requirements, many of the items we are 
discussing today involve best practices when handling member data!
 We also anticipate more regulations could be put in place 

domestically with restrictions similar to GDPR.

• June 28, 2018: New York Times: 
California Passes Sweeping Law to Protect Online Privacy
“California has passed a digital privacy law granting consumers more control over and insight into the 
spread of their personal information online, creating one of the most significant regulations overseeing the 
data-collection practices of technology companies in the United States……The legislation, which goes into 
effect in January 2020, makes it easier for consumers to sue companies after a data breach. And it gives 
the state’s attorney general more authority to fine companies that don’t adhere to the new regulations.”
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Top 5 Things for Sections To Do…..
1. Understand who has access to your data

2. Understand your data!
• What is being collected?
• How is it being processed? 
• Is it necessary to business functions?

3. Have a compliance plan that shows steps you intend to take 
• Establish Data Processing Agreements that define responsibilities and protections for personal 

data you provide to other organizations
• Document your activities as you move forward with your plan 
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Top 5 Things for Sections To Do…..
4. Talk to your vendors - Understand how they use your data

5. Follow-up immediately with members who request to be forgotten or 
have specific questions on GDPR
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Additional Resources
Here are some additional resources where you can learn more about IFT’s Privacy Policy & GDPR:

 IFT Privacy Policy
http://www.ift.org/About-Us/Privacy-Policy.aspx

 Forbes - Three strategic realities for CIOS as the GDPR Deadline Draws Near 
https://www.forbes.com/sites/forbestechcouncil/2018/01/24/three-strategic-realities-for-cios-as-the-gdpr-deadline-draws-near/#1e32ccbbb806

 ASAE/Associations Now: 4 Data Issues TO Act On Now, As GDPR Looms
https://associationsnow.com/2018/03/4-data-issues-to-act-on-now-as-gdpr-looms/

 EU GDPR Informational Portal
https://www.eugdpr.org/

 IHasco GDPR Essential Online Training:
https://www.ihasco.co.uk/courses/detail/gdpr-training
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Introduction to DPAs
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Controllers and Processors

Q: What is a Controller?
A: An organization that determines what personal data will be collected

along with the purposes and means of processing personal data

Q: What is a Processor?
A: An organization that is responsible for processing personal data on

behalf of and under the direction of a Controller

Q: What is being controlled and processed?
A: Data that can uniquely identify residents of the European Union
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Shared Responsibility
Q: Which party is responsible for complying with GDPR?
A: It is a shared responsibility among Controllers and Processors

Q: Is responsibility shared 50% - 50%?
A: In general, responsibility likely rests more heavily on Controllers

because they determine the purposes and means of processing

Q: What is the best way to agree on how responsibility is shared?
A: With a Data Processing Agreement (DPA)
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What is a DPA?
Q: What is a DPA?
A: A DPA is a legal contract between Controller and Processor

Q: What does a DPA establish?
A: Which party is the Controller; which is the Processor
A: Which data will be processed, incl. any special data
A: What processing is to be done
A: The purpose(s) for the data processing
A: Any subprocessors the Processor may use
A: Obligations (and their limits) on Controller and Processor
A: Specific obligations that would arise from a data breach
A: Mutual indemnifications
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DPAs for Sections
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Duty of Care
 The Section Board of Directors has a fiduciary duty to the organization, 

including duties of care, loyalty, and obedience. Section directors are 
required to act reasonably, prudently, and in the best interests of the 
organization; to avoid fraud and negligence; and to avoid conflicts of 
interest.
 No loans shall be contracted on behalf of the section, and no negotiable 

papers, other than checks, are issued in its name, unless and except as 
authorized by a majority vote of the Section Board of Directors.
 All funds of the section shall be deposited to the credit of the section in 

such depositories as the Board of Directors may select. All funds of the 
section, except for investment accounts, shall be in depositories covered 
by the Federal Deposit Insurance Corporation and shall be withdrawn 
according to procedures prescribed by the Section Board of Directors.
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Section Vendor DPAs
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IFT’s Experience Implementing Vendor DPAs

 We have implemented 14 of the appr. 30 vendor DPAs that we 
need, and 2 others are in progress
 Of these, many are based on a standard DPA template that our 

legal counsel developed for us
 Technology vendors often have their own standard DPA
 In every situation but one, IFT is the Controller in vendor DPAs we 

have completed or are pursuing
 We have seen a variety of responses from vendors when we 

started the DPA process with them
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Why Vendor DPAs Are Useful for IFT & for Sections

 DPAs reduce the likelihood of a “we didn’t agree to that” response if we ever 
need compliance help from a vendor

 DPAs make clear which data are being processed by a vendor, what sort of 
processing is being done, and why

 DPAs set clear expectations of what must happen if the vendor experiences a 
data breach

 DPAs identify any subprocessors that the vendor might involve with the 
processing

 DPAs would help demonstrate seriousness to EU regulators if we were ever 
audited or in receipt of a complaint
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Additional Thoughts on Section-Vendor DPAs

 Generally speaking, it’s probably better to use a vendor-
provided DPA form than to draft one that you would ask 
vendors to sign
 It’s unlikely that you will have much negotiating leverage to 

modify large vendors’ terms and conditions
 IFT’s legal counsel is preparing guidelines for what Sections 

should look for in DPAs with their vendors
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QUESTIONS

We’re Here to Help!
Email: Sections@IFT.org
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